CARLO GAVAZZI

How to set up a Microsoft-Azure loT-based
system with a Carlo Gavazzi UWP 4.0

This document describes how to connect a Carlo Gavazzi UWP 4.0 gateway to Microsoft Azure loT.

Following are the main steps:

1. Perform the UWP 4.0 commissioning
Note: for further details, read the installation manual
2. Connect the UWP 4.0 to Internet.
Notes:
e  For further details, go to How to connect UWP 4.0 to Internet
e Remember to set the DNS server properly from the System settings menu of the controller web app
3. Log into your Microsoft Azure account
4. Activate and configure your Microsoft Azure loT hub.
Note: click here for more information about how to set up an Azure loT hub.
5.
If... Then...
you need to use the Device
Provisioning Service (DPS) 6. Provision your UWP 4.0 on the Device Provisioning Service
(DPS)
Note:

o Click here for more information about DPS

o UWP 4.0 supports only the DPS individual enrolment in
“Symmetric Key” mode

o UWP 4.0 can be added to Microsoft Azure as a public
endpoint.

7. Configure the Microsoft Azure IoT Hub service on your UWP

4.0.
For further details, go to How to configure Azure loT Hub service on

UWP 4.0 (DPS use case)

you don’t need to use the Device
Provisioning Service (DPS) 6. Add a device to the Microsoft Azure loT hub previously
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activated.
Note: this device represents your controller

7. Configure the Microsoft Azure IoT Hub service on your UWP
4.0.
For further details, go to How to configure Azure loT Hub service on
UWRP 4.0 (standard procedure)
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https://www.gavazziautomation.com/images/PIM/MANUALS/ENG/UWP40_IM.pdf
https://learn.microsoft.com/en-us/azure/iot-hub/iot-hub-create-through-portal#create-an-iot-hub
https://learn.microsoft.com/en-us/azure/iot-dps/about-iot-dps

Note: UWP 4.0 is compatible with Azure loT Explorer app which allows you to view the data sent by your device.

Click here for more information about the Azure IoT Explorer app (see the picture below):

Azure loT Explorer

(preview)

Home > CGC-loT-HUB-FREE > Devices > UWP30_test > Telemetry

B Device identity

T4 Device twin

[ Telemetry

»{ Direct method

=1 Cloud-to-device message
& Module identities

&7 loT Plug and Play components

[> start [] Show system properties [l Clearevents {} Simulate a device

Telemetry ©

Consumer group & $Default

Specify
enqueue time

[C] No

Use built-in event hub

Wed Jan 18 2023 14:44:32 GMT+0100 (Ora standard dell'Europa centrale):

"body":

Figure 1: example of UWP 4.0 telemetry message

How to connect UWP 4.0 to Internet
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1. Make a point to point connection between your PC and the UWP 4.0 by using an Ethernet cable

2. Right click the Start button E to open Windows Control Panel

3. Click the Control Panel and Network and Sharing Centre icon

4. Right click the LAN network interface to which you connected the UWP 4.0 by the Ethernet cable

5. Click Properties

U Ethernet 5 Status
General

Connection
IPv4 Connectivity:
IPv6 Connectivity:
Media State:
Duration:

Speed:

Activity

Bytes:

Sent

No network access
No network access
Enabled

00:05:24

100.0 Mbps

Received

W

@
1,309

7,221

Diagnose

Close

6. Open the network settings to select TCP/IPVv4

7. Click Properties
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https://learn.microsoft.com/en-us/azure/iot-fundamentals/howto-use-iot-explorer
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vl ? VitualBox NDISE Bridged Networking Driver
™ 58 Utilita di pianificazione pacchetti QoS

EE Protocollo Intemet versione 4 (TCP/1Pv4)
L] 4 Protocollo Microsoft Network Adapter Multiplexor v
< >

Install... Uninstall Properties
Description

TCP/IP. Protocollo predefinito per le WAN che permette la
comunicazione tra diverse reti interconnesse.

OK Cancel

8. Set a static IP address in your PC in the class 192.168.253.xxx, (e.g., IP 192.168.253.1, Subnet mask
255.255.255.0) as shown in the example below:

Protocolle Internet versione 4 (TCP/IPwd) Properties >
General

You can get IP settings assigned automatically if your network suppaorts
this capability, Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

() Obtain an IP address automatically
{®) Use the following IP address:

IP address: 192 . 168 . 253 . 1
Subnet mask: 255,255,255, 0

Obtain DS server address automatically

(®) Use the following DNS server addresses:

L. . ]
.. ]

Preferred DMS server:

Alternative DNS server:

[Jvalidate settings upon exit

9. Open the UWP 4.0 Web App typing https://192.168.253.254. on a standard browser
10. Open the main menu clicking =

11. Go to system settings and set the IP parameters
Note: remember to set the DNS server and the gateway properly

12. Click B to save
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= € M

o Network ‘\ Maintenance # Customizations @ Localization

Hostname *

UWP4

O Get an IP address Automatically (DHCP)
@ Use the following IP Address

IP address *

10.1.55.254

Subnet mask *

255.255.254.0

Default gateway *
101552

Get DNS Server address automatically
Use the following DNS server addresses

Preferred DNS server

11141

Alternative ONS server

8.8.88

How to confiqure the Azure loT Hub service on UWP 4.0 (standard procedure)

You can configure the Azure loT Hub service on UWP 4.0 if you have activated an Azure loT Hub and added a device to an
Azure IoT Hub.

1. Open your Microsoft Azure loT hub
2. Go to the Devices menu and click on the device that represents your UWP 4.0

3. Copy the Primary connection string (see the picture below)

UwWP4 Azure howto @

=0 miestage 1o Cevice Dosct mathod T Al Rtocule Mdert St tein Bafresh

Cwrce 1D UPWIP_3_Azure howic 0l

ME R, | assiieessieasEsissskiias i aenEiadsiiin sk ) i)
Gesemaary by s | & 5 3

T I S e ———— S

S FUOOPIECEON GIIPE] | e A A Y
3 (-
- o P
Erake oerdt % erabie () Disable

Log into the UWP 4.0 Web App

Open the main menu clicking =

Go to Services > Azure loT Hub Service
Check that the DPS option is disabled

Enter/Type the Primary connection string copied in step 3, in the Connection string field

© ® N o o A~

Click Select variables to choose the devices to be considered by the Data Push service
Note: this menu shows the devices that have been enabled to log data in the UWP 4.0 database.
For more information about how to configure the database, read the UWP 4.0 IDE manual

10. From the Service configuration tile, enable the service
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https://www.gavazziautomation.com/images/PIM/MANUALS/ENG/UWPIDE_Eng.pdf

V4 Service configuration

Enable DPS 20

(i ] Information

Status

9

O

Connection sting

HostName=CGC-loT-HUB.azure-
devices.net;Deviceld=UWP3;Shared
AccessKey=Ax7qEHKBIAQqn9s25R
Szp2KCwDGl/epVoBlJLmknvoo=

Last data transmission

-

Selected variables

Select variables
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Azure loT Hub Service

Show logs - OK

Start date

11/09/2022, 11:13

Upload interval

10

Show logs - Errors

Service

Disable -

10

11. Click B to save

The green Status icon informs you that the procedure has been completed successfully.

Click Show logs — OK to open the list of successfully loaded data.

How to confiqure the Azure loT Hub service on UWP 4.0 (DPS use case)

Enable the DPS option

SO

Log into the UWP 4.0 Web App
Open the main menu clicking =

Go to Services > Azure loT Hub Service

Service (see the picture below)

Dashboard >

<5 |oT-DPS-development = =

P Search ‘ X

-

&) Overview
Activity log
Ao Access control (IAM)
& Tags
&2 Diagnose and solve problems
Settings
& Quick Start
Shared access policies
% Linked loT hubs
A Certificates

{8 Manage enrollments

Azure loT Hub Device Provisioning Service (DPS)

> Move ~r j Delete O Refresh

- Essentials
Resource group (move)
CGC-Resource-Group

Status
Active

Location
West Europe

Subseription (move)

Pagamento in base al consumo
Subscription ID
25285b13-7b2a-4fb3-a314-868cd3c xo00x

Tags (edit)
Click here to add tags

Quick Links.

Copy the Scope ID that you can find in the Overview page/tab of your Azure loT Hub Device Provisioning

JSON View
Service endpoint
loT-DPS-development.azure-devices-provisi...

Global device endpoint
global.azure-devices-provisioning.net

ID Scope
One00g7X00K

Pricing and scale tier
51

Automatic failover enabled
Yes

6. Copy the Registration ID and the Primary key that you can find in the Manage enroliments page/tab of

your Azure loT Hub Device Provisioning Service (see the picture below)
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Dashboard » loT-DPS-development | Manage enrollments >

@ reg_ID - X

Enroliment Details

Save () Refresh ' Regenerate keys

0 You can view and update the enrollment details for an individual enrollment or remove the registration record for a previously provisioned device

Registration Status

Status: assigned

Assigned hub: CGC-loT-HUB-FREE.azure-devices.net

Device ID:reg_ID

Last assigned: Fri Mar 17 2023 11:22:43 GMT+0100 (Ora standard dell'Europa centrale)
Delete Registration

Authentication Type
Mechanism: Symmetric Key

Primary Key
08y5r5eTylLv4iPATBA2jKiEWqGtcYVABKZYnWTOfXLhid 5ZDWWUwSSCUoIMYYYKOHSYjIgl/Ic sessswss @ E
Secondary Key
| =@

7. From the web app, click Select variables to choose the devices to be considered by the service data push

Note: this menu shows the devices that have been enabled to log data in the UWP 4.0 database.

For more information about how to configure the database, read the UWP 4.0 IDE manual

8. From the Service configuration tile, enable the service

Azure loT Hub Service

7
/' Service configuration 4 o Information =, Selected variables
Enable DPS a9 o Status O
5 Last data transmission Select variables
Scope ID 03/23/2023, 14:30
Registration ID Show logs - OK Z
Primary key ® Show logs - Errors (24

Connection string

11/09/2022, 11:13 (0]

Upload interval

10 -

Service

Disable -

9. Click B to save
Notes:
o The green Status icon informs you that the procedure has been completed successfully.
e The Connection string is automatically filled in as soon as the connection procedure has been completed successfully.

e Click Show logs — OK to open the list of successfully loaded data.
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https://www.gavazziautomation.com/images/PIM/MANUALS/ENG/UWPIDE_Eng.pdf

	How to set up a Microsoft-Azure IoT-based system with a Carlo Gavazzi UWP 4.0
	How to connect UWP 4.0 to Internet
	How to configure the Azure IoT Hub service on UWP 4.0 (standard procedure)
	How to configure the Azure IoT Hub service on UWP 4.0 (DPS use case)


