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This document will help decision makers, system integrators, installers and end-users of Energy Management Systems (EMS), 
including both the Energy Monitoring and Building Automation parts, to decide if cybersecurity should be considered 
while designing/deploying/proposing a new EMS.

 ABSTRACT

INTRODUCTION

Cybersecurity.
The importance of cybersecurity in Energy Management 
Systems

Cybersecurity is the practice of defending computers, servers, 
mobile devices, electronic systems, networks and data from 
malicious attacks. Sometimes it may seem a kind of wizardry 
or rocket science; nevertheless,, it is part of our everyday 
lives. 
News about people stealing money from bank accounts or 
personal information from Internet accounts are very common. 
Sometimes it is not clear that it is not only a matter of PCs and 
smartphones: there are billions of connected devices in our 
homes, workplaces and buildings that could be attacked. In 
the dark web there are databases of compromised connected 
devices, with information which can be used to attack them. 
When it comes to Energy Management Systems and their 
IT+OT=IoT infrastructure, it is necessary to ask ourselves 
“Why” their cybersecurity should be a concern to us.

There is a multitude of cases in the building automation and energy monitoring realms. However, many of them have the same 
architectures and the same factors. For these reasons, it is possible to address a common strategy to get rid of the most critical 
cybersecurity issues and start the process in the right way. Cybersecurity problems are the same as the ones experienced 
in the IT world: attackers can decide to mount an attack from both inside and outside the perimeter of any organisation, 
exploiting known vulnerabilities, potentially causing huge amounts of damage.  The consequences are unwanted and vary 
from privacy issues to tampering of the automation system. 

A drastic rise in IT security incidents is reported by Governmental institutions like ICS-Cert (https://www.us-cert.gov/ics) 
or BSI (Bundesamt für Sicherheit in der Informationstechnik, https://www.bsi.bund.de/DE/Home/home_node.html), and 
specific standards, like ETSI EN 303 645 and IEC-62443, have been developed to create a common playground for both 
consumer and industry. Unfortunately, there are no worldwide standards, but responsible authorities are working towards 
harmonisation.

Finally, cybersecurity is the result of the combined efforts of all the involved factors: only strong products combined with strong 
user habits (i.e., strong passwords) generate secure systems.

MANY INSTALLATIONS, COMMON NEEDS

http://www.gavazziautomation.com
https://www.us-cert.gov/ics
https://www.bsi.bund.de/DE/Home/home_node.html 
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WHY SHOULD I CYBER-PROTECT ALL THE COMPONENTS OF MY EMS SYSTEM?

1. BECAUSE INFORMATION MEANS VALUE
The target of any EMS system is to use the available information about energy consumption to drive decisions aimed at 
saving energy and money: information means energy and money saving. Corrupted information could have a strong impact 
on decisions and results. Protecting data communication, storing and analysing is as important as measuring variables and 
calculating KPIs, because nobody likes to take decisions on the basis of wrong or corrupted information.

2. AN INSTALLATION IS AS SECURE AS ITS WEAKEST LINK
We should not forget that in the case of cyber-attacks, the attacked system may be a backdoor used by malicious hackers 
to reach their target, which can be another system. For this very reason, it is important to remember that any installation is 
as secure as its weakest link: maybe a weak gateway is an easy way for cyber-attackers to get control of the BMS and EMS 
systems. This is the reason why it is important to secure all the sub-systems.

3. IT IS A MATTER OF BEST PRACTICES
Very often users do not apply the same best practices to all of their networked connections: maybe they are very strict in 
their working environment and have an easy approach to their personal smartphone or PC. It has been reported that, in 
many cases, in the same building the automation infrastructures are weaker than the IT systems for the offices. Ultimately, it 
is a matter of habits: why not transform best-practices in habits, so to have a common level of security in all the daily tasks?

4. RISK ANALYSIS
Very often a risk analysis is underrated while deploying projects. It should be part of the main project pillars, instead. What 
is the value of our data? What if someone takes control of my building automation system? How much will it cost to repair 
a compromised system? Am I liable in the case of a compromised installation? All these questions should arise at the early 
stages of any EMS project implementation.

5. IT IS NOT ABOUT “IF” BUT “WHEN”
Automated scanners work day and night to find weak systems to attack via the Internet. Criminal organisations work daily 
to pursue their intents against unaware owners of networked systems. Being behind a firewall is not a warranty against 
cybercrime: very often the attacks come from inside the organisation. Cybercrimes are increasing: maybe it is time to 
seriously consider the chance of being attacked and ask yourselves “when”, not “if”.

http://www.gavazziautomation.com
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THE FACTORS IN AN EMS INSTALLATION

Building use Advantages of tunable white control How?

System integrator, system designer Who is in charge of designing the system 
according to the project specification

Insufficient cybersecurity awareness 
leads to wrong design choices

Installer
Who is in charge of commissioning 
the system according to the designer’s 
instructions

Insufficient cybersecurity awareness 
leads to wrong deployment

End-User Who is in charge of operating the system 
in the daily usage

Insufficient cybersecurity awareness 
leads to wrong operation

Owner
Who is in charge of setting the budget 
limits, cybersecurity targets and functional 
specification for the project

Insufficient cybersecurity awareness 
leads to overestimate/underestimate 
the necessary countermeasures

Manufacturer
Who is the manufacturer of the hardware 
and/or software components of the 
system

Insufficient cybersecurity awareness 
leads to unsecure components/
hardware

The common factors are reported below: each of them has a role in the complete implementation of a secure system.

It is clear that cybersecurity awareness is the main target of any factor at different levels. For the manufacturer, the target is 
developing products according to opportune guidelines; for the end-user, operating the system according to the right best 
practices (i.e., avoiding unsecure passwords). On the other side, an ad-hoc mix of cybersecurity training and guidelines is 
the first point to be addressed, at any level, to implement a secure system.

THE LAYERED ARCHITECTURE OF AN EMS SYSTEM

As stated before, most of the systems in the building automation and energy monitoring applications can be layered according 
to a common set of parts, which corresponds to the IIoT paradigm.

Level Description

Field The level of operational technology, near to the application level. It includes meters, sensors, actuators and 
the relevant fieldbuses.

Edge The borderline between field and cloud. It is where gateways and controllers are located.

Fog An intermediate level which could mix part of the Edge and Cloud functions to provide improved scalability.

Cloud The Internet level, where immense resources of distributed servers allow full interoperability and maximum 
data interchange.

Each layer interacts with the others, so a cybersecurity threat impacting onto one layer could possibly penetrate into other 
layers. Always remember that any system is as secure as its weakest link.

http://www.gavazziautomation.com
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PROTECTION LEVELS
Despite cybersecurity being a global concern, there is not a universally recognised standard. However, threat recognition 
and countermeasures are usually shared by different standards. The worldwide accepted IEC 62443 standard defines five 
different levels of security. It is important to follow an established guideline to establish threats according to the connected 
risk; the division proposed by the IEC-62443 standard is based on the following security levels: 

Security level Description

0 (SL0) No protection required.

1 (SL1)
Prevent the unauthorised disclosure of information via eavesdropping or casual
exposure. 
Example: wrong set-up.

2 (SL2)
Prevent the unauthorised disclosure of information to an entity actively searching for it using simple means 
with low resources, generic skills and low motivation. 
Example: no security measures, hacker.

3 (SL3)
Prevent the unauthorised disclosure of information to an entity actively searching for it using sophisticated 
means with moderate resources, application specific skills and moderate motivation. 
Example: moderate security measures, high level hacker.

4 (SL4)
Prevent the unauthorised disclosure of information to an entity actively searching for it using sophisticated 
means with extended resources, application specific skills and high motivation 
Examples: Specific development, knowledge of the application, or corruption of insiders.

Eliminating 100% of cybersecurity risks involves a potentially unlimited budget, due to the impact of the needed countermeasures 
onto all assets and people. The purpose of any decision maker should be to set the right budget for assuring a security level 
according to the needs of the target system and organisation; the system integrator can then design the system according to 
the functional needs and the acceptable risk, by choosing the right components and using the right guidelines.
The operational functions of a system can be damaged or interrupted in different ways. The security measures focus on 
intentional threats such as sabotage, vandalism or spying; however, unintentional issues caused by wrong hardware, 
software, commissioning or service could harm the assets, and must be taken into consideration while designing the system.

OUR LINE OF DEFENCE

1. EXPERTISE
Cybersecurity is like rocket science: to advance you need to be at the edge. Luckily, it is not necessary to be a cybersecurity 
guru to protect your system: you just need good products (i.e., the result of expertise applied to product engineering) and best 
practices (i.e., the result of expertise applied to procedures). If you do not have the expertise, you can buy it!

http://www.gavazziautomation.com
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2. SECURE PRODUCTS
A secure system is made up of secure components: how can you claim that your component is secure? Very often it seems that 
by adding some extra security software or hardware is the only way to go. The right advice is based on minimalism: limit the 
number of components in use to the bare minimum and make sure that all of them are secure enough for the application; the 
point is how to evaluate cybersecurity of a component. Not one of us has the necessary expertise, right? The best way is to 
rely on trusted certification or ratings: a product which has undergone a cybersecurity rating or certification by a cyber lab 
with a good reputation gives you peace of mind that your defences will protect against the vast majority of common cyber 
attacks.

3. TRAINING
Setting the necessary best practices requires at least basic training; at each level of all the involved parties (designers, 
installers, users) an adequate training is necessary to avoid compromising the security with bad practices. At the end, 
Cybersecurity is a process, not a product.

4. A PRAGMATIC APPROACH
Some best practices are listed below, with the purpose of setting up a line of defence for the target system.

Task Description

Define the system 
constraints and the 
critical assets

Define the acceptable and unacceptable risks when it comes to the cybersecurity of the system.

Train the people Assure that all the people involved in the project receive the training level corresponding to their 
tasks, and to the relevant risks.

Define a target and a 
budget

Define a clear cybersecurity target and allocate the budget accordingly. Each project is the result 
of a compromise between expected goals and budget constraints. However, it is mandatory to 
know every possible weaknesses, so to try to solve them at the next budget review.

Involve external 
competent resources 
when it is necessary

Cybersecurity is an evolving matter, where intentional harm is possible: updated expertise is 
mandatory to being able to face risks.

Choose the best 
components, 
according to your 
goals and budget

When designing the system, use those components which can demonstrate the requested 
security level.  Choose those components which can demonstrate their security level thanks to an 
accredited third-party certification or rating.

Define the necessary 
procedures

A system is made of products and procedures. If a ultra-secure controller is used and the 
user tells the password to everybody, there is no way to protect the system: cybersecurity is 
responsibility of all the parties involved in the system lifetime.

The above guideline is valid for any party involved in the project, from the system integrator who designs the system, to the 
manufacturer who develops the software and hardware components.

A REAL-WORLD EXAMPLE: SECURING THE EDGE LEVEL

The EDGE level is possibly the most critical: being at the same time in contact with the operational technology (OT) part in the 
field and the information technology part (IT) in the cloud, it is the most sensitive brick in the IoT paradigm. A strong EDGE 
level is for sure a robust foundation on which to base the whole architecture.

1. EDGE CYBERSECURITY: THE SYSTEM INTEGRATOR 
The system integrator has to: 

• build up the system providing the necessary functional requirements according to the expected level of cybersecurity.
• choose the right components. 
• set the necessary procedures to get the goal.

http://www.gavazziautomation.com
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Best practice Description

Training Continuous training with competent trainers is the key to keep the pace with evolving cybersecurity 
threats.

Define a protected 
environment

Place the EDGE part in a protected environment, in which both physical and logical access is 
regulated. This means:
• installing EDGE controllers into locked cabinets.
• defining a trusted network, so to restrict communication to authorised systems/users.
• use encrypted communication whenever possible.

Choose best in class 
components

Choose software and hardware components from solid companies with an established reputation, 
and assure their cybersecurity level by means of official ratings provided by accredited third 
parties.

Test the system A testing procedure to guarantee the achieved cybersecurity level is a necessary part of the 
commissioning.

2. EDGE CYBERSECURITY: THE MANUFACTURER 
The manufacturer has the task of developing software and hardware components with the necessary level of cybersecurity 
according to the demand of the target applications, and of documenting the achieved level.

There are 3 important best practices:

Best practice Description

Training Continuous training with competent trainers is the key to keep the pace with evolving cybersecurity 
threats.

Development 
techniques

Adopting development practices which put cybersecurity at the top rank of the expected goals is 
the key point to warranty future proof products.

Testing Testing products with respect to cybersecurity.

Assessment Checking the cybersecurity level with the help of an experienced and trustable third party.

Marking Submit the product for an official third-party marking from an accredit laboratory.

3. EDGE CYBERSECURITY: THE END USER 
The end user is in charge of using the system delivered by the system integrator and has some responsibilities, too.

Here are the most important best practices:

Best practice Description

Training Continuous training with competent trainers is the key to keep the pace with evolving cybersecurity 
threats.

Rules Always follow the rules defined in the company policies as far as cybersecurity is concerned.

Confidentiality Preserve confidential data like user profiles and passwords, as they are the key access points to 
the system; follow GDPR rules.

Update Always keep the system updated: a secure software installed onto an unsecure PC, generates a 
unsecure system.

There are 3 important best practices:

http://www.gavazziautomation.com


CARLO GAVAZZI Automation Components - Author: Alessio Costantini - Cybersecurity White Paper- 2021/10 - www.gavazziautomation.com8

UWP 3.0 SE, A SECURE SOLUTION FOR THE EDGE LEVEL

UWP 3.0 is the IoT gateway and controller by Carlo Gavazzi for EMS systems. It is the core of an ecosystem of more than 
200 meters, sensors, actuators by Carlo Gavazzi. Besides, it can be connected both at field level and at cloud level to other 
systems so to play as the EDGE tier in an EMS architecture.
Carlo Gavazzi is committed to provide the best security level to customers and users; for this reason, UWP 3.0 SE (Security 
Enhanced) is now available. UWP 3.0 SE’ security capabilities have been verified by UL, one of the top worldwide laboratories 
for cybersecurity assessment and advisory. An official rating represents a solid and secure reference for the product selection. 
By having solid networking foundations and encouraging customers to protect their system via VPN and passwords, UWP 
3.0 SE is one of the first EDGE products in the market with an official cybersecurity rating.

UWP 3.0 SE Cybersecurity rating https://verify.ul.com/verifications/487

UWP 3.0 SE Cybersecurity marking

Security 
Capabilities 

Verified
SILVER

V
1 3

7 2
6 0

Disclaimer: Carlo Gavazzi assumes no liability whatsoever for indirect, collateral, accidental or consequential damages or losses 
that occur by (or in connection with) the distribution and/or use of this document. All information published in this document is  
provided “as is” by Carlo Gavazzi. None of this information shall establish any guarantee, commitment or liability of Carlo Gavazzi. 
The technical specifications of products, and the contents relevant to the topics reported in this document are subject to 
change. Errors and omissions excepted. No reproduction or distribution, in whole or in part, of this document without prior 
permission, is allowed.

http://www.gavazziautomation.com
https://verify.ul.com/verifications/487
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