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This white paper examines the cybersecurity implications of modern EMS architectures and provides practical guidance 
on how to design, deploy and maintain secure energy management infrastructures

 ABSTRACT

INTRODUCTION

Cybersecurity in Energy Management Systems: 
designing secure architectures in a connected and 
regulated world

Energy efficiency and digitalization are transforming the way energy is monitored, managed and optimized in industrial 
facilities and commercial buildings. Energy Management Systems (EMS) play a key role in this transformation by providing 
real-time visibility of energy consumption, enabling optimization strategies and supporting sustainability objectives.

Modern EMS solutions integrate multiple technologies, including smart meters, automation devices, communication gateways 
and cloud platforms. These systems collect and process large volumes of data, allowing organizations to improve operational 
efficiency, reduce energy costs and support environmental targets.

However, the growing connectivity of these systems significantly expands the potential cybersecurity attack surface.  
EMS infrastructures are no longer isolated networks; they are often connected to corporate IT systems, remote service platforms 
and cloud-based analytics environments.

As a result, cybersecurity has become a critical design requirement for modern EMS deployments. Protecting energy data, 
ensuring system availability and preventing unauthorized access to automation infrastructures are essential to maintaining 
operational reliability and business continuity.

In addition, the regulatory landscape is rapidly evolving. New international standards and regulations require manufacturers 
and system operators to adopt stronger cybersecurity practices, including secure product development, vulnerability 
management and lifecycle security updates.
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Energy Management Systems (EMS) and Building Energy Management Systems (BEMS) are 
increasingly connected infrastructures combining operational technology (OT), information 
technology (IT) and cloud services.

Modern EMS installations typically include smart energy meters, controllers and gateways, building 
automation devices, cloud data platforms and remote maintenance systems.

This convergence creates significant value but also expands the attack surface. 
Cybersecurity is therefore no longer an optional feature but a core requirement in the design, 
deployment and operation of Energy Management Systems.

A secure EMS architecture must ensure integrity of energy data, availability of automation functions, 
protection of operational networks and compliance with regulatory frameworks.

WHY CYBERSECURITY MATTERS IN EMS AND OT SYSTEMS

OT, IT & cloud integration

Smart devices & platforms

Expanded attack surface

Secure & compliant architecture
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In recent years, the regulatory landscape for connected industrial products and energy management systems has evolved 
significantly. Organizations operating Energy Management Systems (EMS) or Building Energy Management Systems (BEMS) 
must increasingly comply with new cybersecurity regulations covering product design, vulnerability management and 
operational security.

These regulatory frameworks affect both product manufacturers and system operators, requiring the adoption of structured 
cybersecurity practices across the entire lifecycle of connected systems.

The most relevant frameworks affecting EMS and BEMS deployments include:
• the NIS2 Directive and its national implementations
• the EU Cyber Resilience Act
• the Delegated Regulation (EU) 2022/30 under the Radio Equipment Directive
• the UK Product Security and Telecommunications Infrastructure Act

These regulations introduce requirements such as:
• risk management and governance responsibilities
• vulnerability disclosure programs
• security update policies
• supply chain transparency
• incident reporting obligations

For organizations operating EMS infrastructures, understanding these frameworks is essential to ensure both regulatory 
compliance and operational resilience.

REGULATORY FRAMEWORK AND COMPLIANCE (2026)

BOX – NIS2 IN ITALY

CYBERSECURITY REGULATORY LANDSCAPE FOR EMS AND BEMS

WHAT NIS2 MEANS FOR EMS AND BEMS OPERATORS
The NIS2 Directive has been transposed into Italian law through Legislative Decree 138/2024, introducing new cybersecu-
rity obligations for organizations operating critical and important infrastructure.

Key obligations include:
• registration of relevant entities with national authorities
• implementation of structured risk management processes
• incident reporting obligations within defined timeframes
• board-level accountability for cybersecurity governance
• mandatory cybersecurity training for executive leadership
• supply chain risk management and vendor oversight

In Italy, the regulatory framework is already in force and introduces operational deadlines between 2025 and 2026 for 
compliance implementation.

Organizations deploying EMS infrastructures should therefore ensure that cybersecurity controls are integrated not only at the 
product level but also within operational processes and governance structures.
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While regulations define legal obligations, technical standards provide implementation guidance.
Important standards are more than 40, including IEC 62443 industrial cybersecurity framework:

•	 NIST SP 800‑82 guidance for industrial control systems
•	 ETSI EN 303 645 baseline security for connected devices

These frameworks define best practices for risk management, system segmentation, secure development lifecycle and incident 
response.

Most modern Energy Management Systems are built on layered architectures inspired by Industrial IoT design principles. 
This approach separates system functions into different operational layers, allowing improved scalability, maintainability and 
cybersecurity:

Field Layer:
includes the physical devices responsible for measuring and controlling energy-related parameters. These typically include 
smart energy meters, sensors, protection devices and actuators installed across electrical distribution systems and building 
infrastructures. These devices continuously collect operational data such as energy consumption, power quality and system 
status.

Edge Layer:
it represents the core of many modern EMS architectures. Edge devices such as controllers, gateways and data concentrators 
aggregate information coming from multiple field devices and perform local processing tasks. This layer often acts as the 
bridge between operational technology networks and enterprise IT systems. For this reason, it is also one of the most critical 
points from a cybersecurity perspective. Edge controllers frequently implement security functions such as authentication, 
encrypted communication, protocol translation and secure data buffering. They may also perform local automation logic and 
enable communication with cloud platforms for advanced analytics and system management.

Cloud Layer:
Edge controllers frequently implement security functions such as authentication, encrypted communication, protocol translation 
and secure data buffering. They may also perform local automation logic and enable communication with cloud platforms for 
advanced analytics and system management.

Each layer must implement strong authentication, encrypted communication and monitoring capabilities.

CYBERSECURITY STANDARDS FOR INDUSTRIAL AUTOMATION

THE ARCHITECTURE OF A SECURE EMS
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Communication protocols play a fundamental role in Energy Management Systems, enabling the exchange of information 
between devices, controllers and cloud platforms. As EMS architecture becomes increasingly connected, the security of these 
communication channels becomes a critical requirement.
Traditional building automation networks often rely on protocols such as MODBUS for device interoperability. While widely 
adopted, earlier implementations of these protocols were not originally designed with strong cybersecurity capabilities. To 
address this limitation, more modern protocols should be taken into consideration while keeping an eye to retrofitting existing 
installations in compliance with new regulations.

HARDENING MQTT V5 FOR EMS AND IOT INFRASTRUCTURES
The MQTT protocol has become a widely adopted communication standard for Industrial IoT and energy management ap-
plications. It enables efficient communication between distributed edge devices and centralized cloud platforms.
However, MQTT implementations must be carefully secured in order to prevent unauthorized access and data manipulation.
A secure MQTT deployment should implement several key controls.

MQTT SECURITY CHECKLIST
Recommended implementation practices include:

• mandatory TLS encryption for all MQTT connections
• mutual TLS authentication between clients and brokers
• strict access control policies based on topic permissions
• least privilege configuration for device access
• periodic certificate rotation
• auditing and monitoring of broker activity
• hardened broker configuration with restricted ports and services

When properly implemented, MQTT enables scalable and secure data communication between EMS edge devices and 
cloud-based analytics platforms.

Selecting the right protocols and implementing them with appropriate security measures is essential to maintaining the integ-
rity and reliability of an EMS infrastructure.

MODERN COMMUNICATION PROTOCOLS FOR EMS
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Modern energy management infrastructures require a coordinated ecosystem of edge devices, controllers and cloud platforms. 
In this architecture, cybersecurity must be integrated into every layer of the system.
The ecosystem consists of three main components:

EMS 1.0 – EDGE-FIRST ENERGY MANAGEMENT
The EMS 1.0 platform acts as an integrated edge controller combining multiple functions in a single device:
•	 multi-meter data acquisition
•	 energy data logging
•	 embedded web server for visualization
•	 gateway functions for protocol integration
•	 local automation and control capabilities

A SECURE EMS ECOSYSTEM

EMS 1.0, UWP 4.0 AND MAIA CLOUD

UWP 4.0 – ADVANCED EDGE CONTROLLER
The UWP 4.0 platform extends the capabilities of the EMS infrastructure for more 
complex installations requiring additional processing power, connectivity and 
system integration.

The controller supports secure remote connectivity, industrial protocol integration 
and future roadmap capabilities such as MQTT integration and secure over-the-air 
updates.

MAIA CLOUD – SECURE REMOTE MANAGEMENT
The MAIA Cloud platform provides centralized services for:
•	 secure remote access via VPN
•	 fleet management of deployed devices
•	 secure over-the-air software updates
•	 monitoring and diagnostics

By combining these three components, architecture enables a secure edge-first energy management ecosystem that integrates 
field devices, controllers and cloud services.

The system supports multiple industrial communication 
protocols, including BACnet, Modbus, MQTT and REST APIs, 
enabling integration with building automation systems and 
cloud platforms.
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Cybersecurity is not a one-time activity but a continuous, structured process that spans the entire lifecycle of a product or 
system. From the initial design phase through deployment and long-term operation, security must be systematically integrated 
into every stage rather than treated as an add-on.

In this context, the adoption of certified secure development processes—such as IEC 62443-4-1—plays a crucial role. This 
standard defines rigorous requirements for a secure product development lifecycle (SDL), ensuring that cybersecurity is 
embedded by design and by default. Compliance with IEC 62443-4-1 provides a formal framework covering key practices 
such as secure coding, threat modeling, security testing, and controlled management of updates and patches. More 
importantly, it guarantees that these practices are not applied sporadically, but are enforced through auditable, repeatable, 
and continuously improved processes.

Manufacturers that follow such certified frameworks can ensure a higher level of consistency and traceability across all 
development activities. This includes structured vulnerability testing, penetration testing, and continuous monitoring of third-
party software components, all governed by defined procedures rather than ad hoc efforts.

Another critical aspect is vulnerability management. Even well-designed systems may contain vulnerabilities that emerge after 
deployment. A process aligned with IEC 62443-4-1 ensures that vulnerabilities are handled through a formalized workflow: 
identification, risk assessment, prioritization, remediation, and communication. This reduces response times and improves the 
overall effectiveness of mitigation actions.

Many organizations complement this approach with a dedicated Product Security Incident Response Team (PSIRT), responsible 
for coordinating vulnerability handling, issuing security advisories, and delivering timely patches. When supported by 
certified processes, PSIRT activities become more structured, predictable, and transparent, enabling better coordination with 
customers and system integrators.

Supply chain security has also become a major concern for connected industrial products. Modern EMS solutions rely on 
complex software ecosystems composed of open-source and third-party components. Within an IEC 62443-4-1 framework, 
the management of external components is formalized, requiring systematic evaluation, tracking, and risk assessment 
throughout the lifecycle.

A key enabler in this area is the Software Bill of Materials (SBOM), which provides a detailed inventory of all software 
components included in a product. When integrated into a certified development process, SBOMs are not static documents 
but are continuously maintained and updated. This allows organizations to quickly determine exposure to newly discovered 
vulnerabilities in third-party libraries and to take prompt corrective actions.

By combining lifecycle security practices, certified development processes such as IEC 62443-4-1, and supply chain 
transparency through tools like SBOMs, organizations can significantly strengthen the resilience, reliability, and trustworthiness 
of their EMS infrastructures.

SUPPLY CHAIN SECURITY & SBOM 
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While manufacturers play a key role in developing secure products, the overall security of an Energy Management System 
also depends heavily on how the system is deployed and operated. System integrators and facility operators therefore have 
an essential responsibility in maintaining a secure infrastructure.

One of the most important practices is the implementation of segmented network architecture. Separating operational 
technology networks from corporate IT networks reduces the risk that cyber incidents in one environment can propagate to 
critical automation systems.

Access control mechanisms should also be carefully implemented. Only authorized personnel should be able to access EMS 
devices and management platforms. Role-based access control policies help ensure that users can perform only the actions 
required for their responsibilities This is possible by relying on strong authentication policies at user level, and port based 
access control protocols like IEEE802.1X  at network level.

Secure remote access is another critical aspect, especially for installations that require remote monitoring or maintenance. 
When remote connectivity is necessary, it should be implemented through secure channels such as VPN connections and 
protected with strong authentication mechanisms.

Regular software updates are equally important. Manufacturers frequently release security patches that address newly 
discovered vulnerabilities. Ensuring that devices and platforms are kept up to date significantly reduces the risk of exploitation.
Finally, organizations should implement monitoring, backup and incident response procedures to maintain operational 
continuity. Continuous monitoring of system activity helps detect suspicious behavior, while backup strategies ensure that 
data and configurations can be quickly restored in the event of a cyber incident.

By adopting these best practices, organizations can significantly strengthen the cybersecurity posture of their Energy 
Management Systems and ensure the reliable operation of critical energy infrastructures.

BEST PRACTICES FOR SYSTEM INTEGRATORS AND OPERATORS
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Disclaimer: Carlo Gavazzi assumes no liability whatsoever for indirect, collateral, accidental or consequential damages or losses 
that occur by (or in connection with) the distribution and/or use of this document. All information published in this document is  
provided “as is” by Carlo Gavazzi. None of this information shall establish any guarantee, commitment or liability of Carlo Gavazzi. 
The technical specifications of products, and the contents relevant to the topics reported in this document are subject to 
change. Errors and omissions excepted. No reproduction or distribution, in whole or in part, of this document without prior 
permission, is allowed.

CONCLUSIONS
The increasing convergence of OT, IT, and cloud technologies has transformed Energy Management Systems into highly 
connected and potentially exposed infrastructures. 

In this context, cybersecurity must be treated as a foundational requirement, embedded from the design phase and maintained 
throughout the entire system lifecycle. The adoption of secure layered architectures, robust communication protocols, certified 
development processes, and structured supply chain management practices is essential to ensure operational resilience.

At the same time, evolving regulatory frameworks are driving organizations toward a more systematic and accountable 
approach to cybersecurity. Solutions such as EMS 1.0, UWP 4.0, and dedicated cloud platforms demonstrate how innovation, 
energy efficiency, and security can coexist within modern EMS ecosystems. 

Ultimately, effective protection depends on strong collaboration between manufacturers, system integrators, and operators, 
supported by continuous monitoring, regular updates, and a proactive security mindset.
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